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I General Introduction

1. Definition of Phishing Attacks

Phishing(pronounced thesame adfishing is one of the most popular types of network
attacks where the attacker posts a fraudulent message through spam, instant messaging, social
networking sites and other information carriers, to trick Internet users into accessing his fake
sites (ie. phishingsites) luring them into disclosing their sensitive information (such as user
name, password, accourdTM PINcode or credit card detailsConsequences vary, ranging from
breach of privacy all the way to severe economic losses.

"Chinesephishingattacks herein refers specifically to phishingttackstargetingdomestic

brands (Taobao, Industrial and Commercial Bank of GHC)Hunan Satellite TV, etc.).

2. Scope & Methodology

The Global ChineséPhishing #tack Trends Report (2014) analyzesthe phishing attacks
targeting Chinesebrands andusersover the world in 2014Thestatisticsinsist ofthree sources:
the phishing attackseportedto the Anti-Phishing Alliance of ChingAPAQ, the phishing attacks
detected by National Enginedng Laboratory for Naming and Addressin@nd the global
Chinese phishingttacksreported to the Anti-Phishing Working Goup (APWG by its membess.
In the data set20.4%0f the phishing attacksvere fromtheAPWG s r eposi t ory

The statistics oftisreport is based on the phishing URL, whistusually a combination &f

hostnameand a path. The statistics based on URisteadof hostnameis basedon the following
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reasons:l. there are many phishing URLs, which use the same hostname, butitaygifferent
brands; 2.there are legitimate sites whose pages are exploited by phisher8. most of the

anti-phishing tools block the phisig attacksvia the full URLSs.

3. Key Statistics

A The numberof globalChinese phishingttacks continuously increadeduring the past
three years In 2014,there were at least55,063 unique Chinesephishing attacks

worldwide, which is a little lower than that d013but still remains at a high level.

>

In2014,78.4%0f the Chinese phishing attacksedthree TLDsCOM, .TKand .PW

>

The top ten Chinese phishing TLDs by the Domain score i Phi shi ng Domai ns p
10, 0@ré:0.CF, .PW, .ML, .GA, .EDU, .SX, .CC, .GD,arsl,.TL, among

which.CF, .GA, and .ML ccTLD registries offer free domainnames..CFis most likely

to be usedby the phishers, with the domain score as high as 228.

A 322 Chinesephishingattacks occurred innew drLDsincluding .XYZ, WANG, .SEXY

and .CLUB.

A The top three targets that accounting f82.1%of Chinese phishing attacks afobao,
ICBC, and Human Sée TV.

A In 2014, the averagaptime of Chinese phishingttacksis 33.1 hours compared with

that of the global phishingttacksis 31.2 hours.



Global Chinese Phishing Attack Trends Report

ii.  Phishing Attacks Trends

In 2014 atotal of 55, 063 Chinese phishirgjtackswere detectedworldwide, which isa little
lower than that of 2013 but still remains at a high leveFkigire 1 shovs the yearly trendof
global Chinese phishing attackdss isshownin the figure, tle number increased year by year
which indicates thatphishinghas become a promént threat to network securityand the

network security situabn and challenges are gettiggimmer.
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Fig. 1The numberof global Chinese phishingttacksby yea

Figure2 depictsthe number ofChinese phishingttacks by monthn 2014 whichpeaked in

July.
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Fig 2: Phishing attacks by montin 2014

iii.  Phishing Domains Statistics

Except for a very few phishing websites that prodderviceonly through IP address,

mostphishing sites appear of websites hosteddmmain names.

1. Distribution of TLDs Used by Phishing attacks

Chinese phishing occurred 14 3top-level domainsTLD}, with 13 more than that of 2013.
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Fig. 3: The number of Tllised by Chinese phishirdtacks
78.4%o0f the phishing sitesvere just in hree TLDs.COM,.TK,.PW As isthe case in past

years, .COM is still thmostcommonlyusedTLDby phishersin 2014
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Fig.4: Top ten TLDaused byphishing

Thephishing attackslistribution of the top threeTLDsare shown in Figurs:
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Fig 5: Thephishing attackdistribution of the top three TLD&y month
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2. Chinese Phishing Domains Score!

To put the numbers in context and measure the prevalence of phishing in a TLD, the use
me t rChHnese ‘Phishing Domains scbréChinesePhishingDomainsscor€ is a ratio of the
number ofdomain names used fa€hinesephishingattacksin a TLDo the numler of registered
domain name®f that TLD. This metric is a way ofealingwhether a TLD has a higher or lower
incidence of phishing relative to others.

Chinese PhishinBomainsscore

_6"C0¢ QNCOM0E ¢ o XA 6 RE YO Op Tt
- “YE OW@QQI 0 wéa @EEEN YD O

Tablel: TOP10 Chinese Phishing Domains by Domain Score

1 .CF Central-African-Republic 1900 1850 81000 228
2 PW Palau 4293 3901 229639 170
3 ML Mali 718 684 86000 80
4 .GA Gabon 497 471 98000 48
5 .EDU U.S.-higher-education 9 8 7590 10.5
6 .SX Sint-Maarten 5 4 4600 8.7
7 .CC Cocos-(Keeling)-Islands 445 294 350000 8.4
8 .GD Grenada 30 2 2800 7.1
9 .BI Burundi 1 1 1400 7.1
10 TL Timor-Leste 6 1 2200 4.5

Table1 shows the top tenTLDswith a higherdomain score,among whichthe .CF, .GA,
and .ML ccTLD registries were repurposed in 2013 to offer free domamsgsand tey are
operated by FreenonTherefore, loose domain name registration and verification mechanism, as
well as inexpensive or even free registration, make these domains more likelytilibed for
phishing.

We tooka furtheranalysion the widely usedTLDsn the world: .COM andCN .COMhad a

1 Thisscoreis based otthe metric"Phishing Domains per 10,000f APWG reportGlobal phishing Survey:
Trends and Domain Name Uselin2014
6
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domainsper-10,000 scoref 4.1while.CN ge$ ascore of1.57.Therefore, .CN is less likdty be
usedby Chinese phishingttacks Considering that mosif.CN domain names are registered for
the purpose of Chinese web servicand foreign demain namesare mainly registeredor
foreignlanguage website servicesie concludethat to domestic Internet userswebsites that

use .CN are more reliable.

3. Phishing Domain Names and Registrars Distribution
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Fig 6: The numberof Chinese phishingttacksin the world and their domain names by year

The globalChinese phishingttacks numberwas 55,063 in 2014wherein 48,835 were

uniguedomain namesmeaninga considerable part of the domain nhamesre used by multiple

phishingattacks

Acording to our analysis, théop ten domain names that arenost repeatedlyused are

listed in Figure7, among whichfindhere.orghas been usea@xclusivelyto counterfeit ICBC to

launch phishing attacksyhile t.cn andtinyurl.com areURLshorteningserviceswhich reduce

lengthy URLsinto shortened oneslt is suggested thatmore inspection ofphishingURIs are

7
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requiredin order toavoidthe abuse ofURL shorteningervices.

The Top 10 Domain Names Used By Multiple Phishing Attacks

nl.am |
cnrdn.com |
cn.com |
tinyurl.com |
5wv.cc |

cu.cc |
yolasite.com |
ten |
wicp.net |
findhere.org |
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Fig 7: Domain hamesepeatedly used by phishingttacks
We performed an analysif how many domain names weregistered by phishers, versus
phish that appeared on compromised (hacked) domaitese different categories ammportant
because theyoffer insights into how phishers commit their crimes. We flaggedomain as
malicious fi it was reported for phishing within a very short time of beinggistered, and/or

contained abrand name or misleading string, and/or it was registeire@ batch or in a pattern

that indicated common ownership or intent
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H malicous registration

H others

Fig 8: Phishingattackscategories

Of the 55,063 phishing attacks42,460(77%) attacks usedomainsnamesthat we believe

were registered maliciouslipy phishers.The other types includehackeddomains sutdomain

services and URLshorteningservicesamong whichhackeddomainshas the highest proportion

of about7.6%.

About 64% of maliciousregistrations are sponsored by registrdited in Figured. Among

them, Network Solutions, PDR, FreenorfgoDaddy andRegister.comare foreign registrars,

indicating that a large paion of the phishersprefer to utilize foreign registrars to avoid

supervision
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Fig 9: Top tenregistrars sponsoringmaliciously regstration

The Distribution of Phishing Attacks in New gTLDs

At the beginning in January 2014, the first of the new genéojz-level domains (gTLDs)

beganrolling out. Approximately 1,200 negTLB will launch from 2014 through 2018 what

the impact willthe introduction of newTLDsring in on phishing?

As Table 2 shows a small number of phishing attacks were seen inetmew gTLDs

includng .XYZ WANG,.SEXY andCLUBAs of this writing the new gTLD program has not

resulted in a bonanza of phishing.

Table2: Statistics of phishing attacks inew gTLDs

XYZ 308 272 796391 3.4
WANG 12 10 97591 1.02
SEXY 1 17645 0.57
.CLUB 1 160591 0.06

10
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(Note: more Details about Phishing domains per 10000 domadiirs the table can be
foundin Section 2 Chapter 3

Figure10 shows thatphishingattacksin new gTLDsdid not appear until the second half of
2014. This is becausmost of the new gTLDsave been in their early plsas of introduction.
Those thathave been available for purchase by the general putdice usually been priced
higherthan .COM and other popular legacy TLDss situation will certainly change, though. As
autumn 2014begins the new gTLD market [secoming more crowded and competitive, and
some egistries have begun to compeaggressively on price. As prices drop and the nélDs
gain more adoption, we arseeing an increas@ phishing on new gTisPdue to both malicious

registrationsand compromised domains on hacked servers.
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Fig 10: Monthly phishingattackstrendsin new gTLB
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v. Target Distribution

The 2014 phishing data shows thafaobad is the target 0f80.7 %of the Chinese phishing

attacks. Andhetargetdistributionis shown in Figurd.l.
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Fig 11: Targetdistribution
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Fig 12: Rank of brand by phishing attempts against it

2 Including Taobao, Alibaba anliPay
12
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Figurel2 shows thatthe number of times that the targets were attacked follows a long tail.

Despitethat brandstargeted byChinesephishingattackswere diverse most of the attacks are

concentratedon a small group of brand¥hetop 3 targets (Taobao,|BC, Hunan Satellite TV)

accounting for92.1% of all the phishing attack®bserved worldwide about a third of the

targetedbrands wasattackedby only ortein 2014 Themonthly phishing attack®iuumber of the

top threetargetsis shown in Figurd 3:
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Fig 13: Phishing attacksf the top threetargets by month

Uptime By Phishing

“upt i me " of ghishing attackseara vital imeasurment of how damaging

phishing attacks are, and are a metric of the success of mitigation efftiresfirst day of a

phishing attack is the most lucrative for the phisher, so quick take downs are essential.

Figure14 shows theaverageuptime® of Chinese phishing attacks38.1 hours, while the

% The calculation ofiptimeis based on sampling data (ab@0®4of the total dath

13
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averageuptime of globalphishing attackss 31.2 hour§Combinedwith Figurel5it is apparent
that averageuptime of Chinese phishingttacksin the first half of2014 increased remarkably
compared withthe same period in 2013. And in the second half of 2014, after a declihayin

Septemberand October the average active tim@eakedin Novembey which is as long a80

hours.
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Fig 14: Averageuptimes: dobal phishingattacksvs. Chinese phishingttacks(Unit: hour)
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Fig 15: Averageuptimes of Chinese phishingttacksby month (Unit: hour)

4 See theAPWG reportsGlobal Fishing Survey: Trends and Domain Name Usgtit2014andGlobal
Fishing Survey: Trends and Domain Name Us2Hi2014
14
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